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	KNOW YOUR ENEMY
Social Engineering
How attackers hack people, not just systems



	Social engineering is manipulation, not malware. Attackers exploit human behavior like helpfulness, trust, and the impulse to act quickly to get access they shouldn't have. No hacking required. Just a convincing story and a person who didn't see it coming.



	Why it works
1. We're wired to trust people who seem to belong
1. Urgency shuts down careful thinking
1. Authority figures are hard to question in the moment
1. Helping feels safer than pushing back
1. Most of us assume good faith by default
	What attackers want
1. Your login credentials
1. Access to student records, financial data, or systems
1. A wire transfer or gift card purchase
1. A door held open, a device plugged in
1. One foothold that leads to everything else



	🎭  THE TACTICS



These are the most common plays in the attacker's book. You don't need to memorize them — you need to recognize when something feels like one of them.

	Tactic
	What it is

	🐟  Phishing
	Deceptive emails that impersonate trusted sources — your bank, Google, a colleague — to get you to click a link, open an attachment, or enter credentials somewhere you shouldn't.

	📞Vishing (phone phishing)
	Calls from someone pretending to be IT support, a vendor, or an authority figure. They sound credible because they already know things about you. The goal: your password, or permission to act.

	🎭  Pretexting
	A fabricated scenario — fake new employee, auditor, consultant — designed to make a request feel routine. The story is rehearsed. The urgency is manufactured. The need for access is real.

	🚪  Tailgating
	Following an authorized person through a secured door without badging in. Works because people feel rude challenging someone who looks like they belong. Confidence is not a credential.

	🪝  Baiting
	A found USB drive labeled something irresistible. A free download with hidden software. Curiosity is the weapon. Plugging it in or clicking it is all it takes.

	🤝  Quid Pro Quo
	An offer of help in exchange for access. Fake tech support calling to 'fix' a problem you didn't know you had. The helpfulness is the trap.



	🚨  RED FLAGS & DEFENDER MOVES



	🚨  Slow down when you see this
1. "Act NOW or something bad happens"
1. Anyone asking for your password — for any reason
1. A caller or visitor who already knows things about you
1. "Just skip the normal process this one time"
1. Pressure not to verify or tell anyone else
1. A USB drive or unknown device in a common area
1. An email link that doesn't match the sender's domain
1. A request that feels off, even if you can't say why
	✅  Your default moves
1. Slow down. Urgency is a tactic, not a fact.
1. Verify through a channel you initiate yourself
1. Never share your credentials — with anyone, ever
1. "Let me check on that first" is always acceptable
1. Hang up and call back using the real number
1. Don't plug in found USB drives — bring them to your Guild Master
1. Report suspicious contacts to your Guild Master
1. You will never get in trouble for a false alarm



	The goal isn't to make you suspicious of everyone.
It's to give you a moment of pause when something feels off — and the confidence to act on that feeling.
When in doubt: slow down, verify, report.
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